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1.Overview  

2.Threats 



2.1 Ownership threats 
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2.2 Availability threats 

 

 

 

 

 

 

• Denials of service  

• System failures/power shortages 

• Jamming 

• Re-authentication related attacks 



2.3    Locality threats 

 

 

 

 

 

 

 

 

 

 

 

• Locating the user within the smart home environment 



2.4   Data leaks 

 

 

 

 

 

 

 

 

 

• Wireless protocols liabilities 

• VoIP liabilities 



2.5 Other attacks 

 

 

 

 

 

 

 

• Online or physical impersonation 

• False aid credentials (eHealth , false aid) 

• Remote control user threats 

• Compromised appliances 

• Cameras and recording devices 

• Compromised user accounts 

• Compromised trusted devices 



3. Security approach 



4. Conclusion 
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