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Threat Modeling 

• Threat modeling is a systematic way to find 

design-level security and privacy weaknesses in 

a system. It also helps guide a designer or 

architect to determine the correct mitigation(s) to 

use to reduce the overall risk to a system and 

the data. [8] 

 

• STRIDE (Spoofing, Tampering, Repudiation, 

Information Disclosure, Denial of Service, 

Elevation of Privilege)  



SANS Institute [6] 



SANS Institute [6] 



Trike [3] [4] [5] 

Threat Model 

• Threat Generation 

• Attacks, Attack Trees, and the Attack Graph 

• Weaknesses  

• Vulnerabilities 

• Mitigations 

• Attack Libraries 



MicroSoft – SDL [1][2] 



MicroSoft – SDL  
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Thank you for the attention! 

 

Questions? 


